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Workshop Agenda

NRMC Aftiliate Member Resources
Introduction to Business Continuity Planning
Break

Business Impact Analysis exercise

Examples of BCP process diagrams and
outlines; key questions to consider;
overview of My BCP web app
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After logging in,
you'll arrive at the Dashboard:



Affiliate Member benefits include:



Buttons on the Dashboard will direct
you to your resources/benefits.



For RISK HELP,

call us or submit
a question.



Business Continuity Planning
Overview



What is BCP?

The planning process that: 1. keeps absolutely necessary
functions running during a period where normal
operations are disrupted, and 2. explains how other
functions will be restored as soon as possible.



Why BCP?



Business continuity planning helps determine:
* which activities must be sustained without
interruption
* which activities can be interrupted and for how
long, and
* how to maintain “time sensitive” operations in the
immediate wake of a crisis or business interruption.



Crisis Management: Managing in the face of an
emergency, disaster or catastrophe.

Business Continuity Planning: The planning process
that keeps absolutely necessary functions running
during a period where normal operations are
disrupted, and explains how other functions will be
restored as soon as possible.



Disaster Recovery
vs. BCP

 Disasterrecoveryis the
ability to restore data and
applications should your
data center, servers, or
other infrastructure get
damaged or destroyed.

* BCP refers to a strategy
that lets an organization
operate with minimal or
no downtime or service
outage.



“Risk management is not about
providing certainty. It's about
living with uncertainty.”

Grant Purdy, Broadleaf Capital International




Does the Source of
Interruption Matter?



What Type of Interruption?

3 High magnitude, low frequency = catastrophe
(e.g. affects entire organization)

Activate BCP in full

Magnitude

Moderate magnitude, moderate frequency
(e.g. may affect portions of the organization)

Activate portions of BCP

Low magnitude, high frequency
No disruption of key functions

B
»

Frequency



Business Impact
Analysis

* Time-sensitive (alternative
wording to “mission-critical”
or “essential”)

« Why? We don't hire staff to
perform non-essential tasks!

« Some functions are critical to
growth and long-term health,
but not time-sensitive.



Look at each function
or program in the
same light: how long
can we NOT do this
without causing
significant financial
losses, client
unhappiness, or
significant penalties

(fines, lawsuits, etc.)



Business Impact
Analysis Exercise

Step 1: Work with your
small team to complete
a BIA for your program
or function. Your
program/function is
described on your

worksheet. (20 minutes)



Business Impact
Analysis Exercise

Step 2: Full Group Discussion

* The dependencies you

identified

 Potential impacts of NOT
offering your service/function

* Alternatives for operations at
lower functional level

 Tolerable unplanned
downtime

« Strategies to prevent/mitigate
business interruption



Business Impact Analysis Exercise

Step 3:
* Who has the most time-
sensitive function?

 Plan the order of reviving
each respective
program/function.

Lessons

* How would you adapt or
use this exercise in your
nonprofit?



Step 1: Launch BCP Project

Management/Board _ Establish Timetable, Staff
Commitment “| BCP Project Team Awareness
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Step 2: Review Organizational Contextand Business Functions

o L.
B u s I n e ss ,,,,,,,,,,,,,, Your Mission » Your Service Objectives —» Critical Success
Factors

° °
Co ntl n u Ity Step 3: Conduct Busi‘r:ess Impact Analysis

Critical Business > Key Resources/ »| BusinessImpact of

P I a n i n Processes Dependencies Disruption

Step 4: Develop Planning and Response Strategies

Process

Implementation
Strategies

Financing Strategies

\ 4
\ 4

Policies
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Step 5: Develop a Written Business Continuity Plan

Draft > Review, Input Approval, Acceptance

\ 4

v

Step 6: Inspirea Continuity Culture

Continuous
Improvement

Education and Training

A\ 4

Awareness




Step 1: Launch Project

» Management/Board Commitment
 Establish the BCP Project Team
¢ Timetable, Staff Awareness



Step 2: Review Organization
Context & Functions

 Your mission + critical success factors

* Project Scope:

— Documentation only: information to guide teams in the
event of an interruption

— Recovery of systems: plan that will restore infrastructure

— Hot site: identifying/securing a secondary site where systems
are ready and in stand by mode

— Cold site: a facility that provides and systems necessary to
start a recovery

— Reciprocal agreement: relationship with another organization
whereby one maintains space for the other



Step 3: Business Impact Analysis

* Business processes — payroll, regulatory filings,
communication with stakeholders, data
management, etc.

» Key resources and dependencies —we need X
in order to deliver Y

* Impact — what is the potential impact of a
disruption on our core programs and services?



Time for Tough Questions!

With regard to all functions, programs and services, ask:

* What are the costs of NOT delivering this specific
service?

* What are the costs of BEING LATE in delivering this
service?

* What is the longest the service could remain
undelivered?

» Which processes, programs and services must be
sustained at all costs?

* Which can be put on hold, and for how long?



Step 4: Planning &
Response Strategies
Policies
mplementation Policies

-inancing Policies



Step 5: Written BCP

e Draft
e Review

* Accept



Step 6: Continuity Culture



SAMPLE
BCP
Outline

Introduction
* Purpose of the plan
* Essential functions
*  Priority list for resuming operations, with max acceptable downtime

Emergency Preparedness
* Emergency action plans / evacuation plans
* Alternative work sites (e.g., reciprocal agreements)
* Back up sources forsupplies, equipment, etc.

Technology
* Strategy/approach for recovering data
* Ensuring access to systemsand content
* Notification process forlost, damaged or inaccessible data/content

Personnel
* General staffinfo (e.g., how roles may change during a disruption)
* Emergency/Crisis team composition and assignments
* Responsibilities of staff members during a period of disruption
» Stakeholder communication strategies, assignments and action steps

Financial
* Banking information
*  Continuity of payroll and benefits
* Continuity of vendor/contractor payments processing
* Ensuring the continuity of incoming payments

Communications Strategy
* Media contacts
* Local public safetyand emergency response agencies
* Vendors, partners, affiliates
* Service recipients, clients, customers

Plan Maintenance and Updating
* Training & continuing education
* Evaluation & improvement of BCP efforts
























Thank you!

* Melanie L. Herman, Executive Director

* Melanie@nonprofitrisk.org
» 703.777.3504




