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CYBERSECURITY LANDSCAPE

Persistent and 
ongoing brute force 
attacks on identities

Sophisticated 
spearphishing

Organizations 
targeted because of 
the work they do

Attacks targeting 
vendors



CYBERSECURITY LANDSCAPE

New security tools 
available to combat new 
threat types.

Organization’s starting to 
ask about where to start 
in improving their 
cybersecurity.

68% of Nonprofits don’t 
have an Incident 
Response Plan

Breach response for a 
small to medium 
business is $149,000



QUESTION

• How confident do you feel in your knowledge about Cybersecurity?
• Very Confident

• Confident

• Somewhat Confident

• Not at all Confident



Genius Hacker – 197 IQ

I know 15% of your password



Cybersecurity -

Adversaries



Cybersecurity 

Overview

It’s good to talk openly 
about cybersecurity

Share your story and 
learn!

Your experience will 
help someone else



Cybersecurity 

Vulnerability

• Supply Chain
• Staff at non-profits 

considered soft 
targets

• You may not 
consider your 
security important, 
but what about your 
donor list, board 
members, partners?



Contemporary 

Attack 

Examples

Email Phishing

Malware

Social 
Engineering



Question (multiple choice)

• Have you experienced
• Phishing emails

• Virus / Malware / Ransomware

• Social engineering



Phishing

Common 
attempts

How to identify

How to respond



http://corpcatererscleveland.com/?24=UCPAUBYKV1CQUuQZCQi

http://corpcatererscleveland.com/?24=UCPAUBYKV1CQUuQZCQi






Phishing

Look at the email

1

Check for red 
flags

2

Ask someone or 
forward to your IT 
support provider

3



Malware

Email 
attachments

Malvertising

Spread via 
networks













Malware

Have antivirus 
and web filtering

1

Think before you 
click (or call)

2

Ensure systems 
are patched

3



Social 

Engineering

Confidence 
Scheme

Exploits trust

Sense of urgency







Social Engineering

Trick you into 
installing 
software

1

Trick you into 
entering 
credentials

2

Trick you into 
calling for 
“support”

3



NextGen Tools

IDENTITY DATA DEVICES PERIMETER WEB

SECURITY AWARENESS

SECURITY POLICY

OUR APPROACH TO CYBERSECURITY



Human Firewall



Devices

Identity

Security



Human 

Firewall
You’re capable of 
protecting your 
information

• Inventory
• Backup your data



Human 

Firewall

Patch and Update
• OS
• Firmware
• All devices
• Monthly



Human 

Firewall Enable and use 
Antivirus

• Only 40% effective 
(but 40% is better 
than 0%!)



Human 

Firewall

• Audit access to 
your Cloud Systems

• Be aware and 
honest



Human 

Firewall

• Pick a good 
password

• Use a password 
Manager

• Enable MFA





Security 

Checklist

1. Backups

2. Updates

3. Antivirus

4. Audit Systems

5. Strong Passwords with MFA



Putting it 

into Action

• Desktop
• Email
• Cloud Services
• Photos

Inventory systems

• 2 locations
• You have control

Backup



Putting it into 

Action

Update your systems
• Operating System (Windows, 

Mac, iOS, Android)
• BIOS and Firmware Updates 

Quarterly
• Reboot weekly



Putting it 

into Action

• Windows Defender
• MacOS, XProtect

Antivirus

• Cisco Umbrella
• Cloudflare

Web Filtering



Putting it 

into Action

• LastPass
• Dashlane

Get a password manager

• Passphrase
• One for your computer, one for the 

password manager
• Here are some guides

• http://www.connectsafely.org/tips-to-
create-and-manage-strong-passwords/

• https://haveibeenpwned.com/Passwords
• Enable MFA

• O365 MFA Enrollment Guide
• Google Workspace MFA Guide

Pick a strong password

http://www.connectsafely.org/tips-to-create-and-manage-strong-passwords/
https://haveibeenpwned.com/Passwords
https://communityit.itglue.com/1334576/docs/8258356
https://communityit.itglue.com/1334576/docs/8663453


MFA is Effective





Security Check Up

Audit access to applications

• Facebook -
https://www.facebook.com/help/79988
0743466869

• Google -
https://myaccount.google.com/intro/se
curity-checkup?hl=en-US

• LinkedIn -
https://www.linkedin.com/psettings/

https://www.facebook.com/help/799880743466869
https://myaccount.google.com/intro/security-checkup?hl=en-US
https://www.linkedin.com/psettings/


Moving Forward

Security can be dauting, but it doesn’t need to be overwhelming



Moving 

Forward

Steps you can take
• Inventory and backup your data
• Update your computer (OS and 

Firmware)
• Make sure AV is installed
• Select a good password

• Use a password manager
• Turn on MFA

• Review System access and remove 
extra/unnecessary applications

• Schedule time for security



Schedule time 

for security
• Set a reminder for 

yourself
• one week from today

• Have an accountability 
partner

• monthly check in



QA



Resources

• Community IT Webinar – https://www.communityit.com
• Stop Think Connect – https://www.stopthinkconnect.org

https://www.communityit.com/
https://www.stopthinkconnect.org/

